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Short-range communication security based on digital signature
with ETSI certificates (TS 103 097 v1.3.1)
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Platoon Cyber Security

/ \1/ \[/
,m\ /da\ /ﬁm\

* Authenticated joining of platoon with signed Platoon Management Message (PMM) using ETSI certificates
(TS 103 097 v1.3.1) of PKI

* Signed and encrypted platoon communication with Platoon Control Message (PCM) using ETSI certificates

Period change of symmetric encryption group key to preserve privacy and ensure that leavers of the
platoon are excluded
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V2X Cyber Security — PKI

* PKI with certificate type ETSI operated by ESCRYPT with root certificates listed on LO ECTL

11 companies registered at PKI as operator of C-ITS stations
« 13715ITS Stations registered at PKI

« Migration of root certificate including root linking on ECTL in November 2020 to extend the PKI
lifetime

* High availability of PKI in the two years of operation

* PKI with certificate type X.509 operated by ESCRYPT to secure TLS
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